RECORD OF PROCESSING FOR CONGREGATIONS 
Guidance
The following document is provided for the use of congregations of the Church of Scotland.  It is provided as a style only, and should be adjusted as required to fit the circumstances of individual congregations.
A “record of processing” is a document that reflects how organisations collect information, who it is collected from and how it is used.  It is similar to, but different from, privacy notices and legitimate interests assessments as it is more specific about what information is “processed”.  

Congregations are required to complete a record of processing in order to meet the obligation of accountability and to benefit from the provisions relating to safeguarding in the Data Protection Act 2018.  In particular, in order to lawfully process details of criminal convictions (should that be required) an organisation must have a record of processing in place.  For more information on data protection and safeguarding please refer to the Guidance for safeguarding co-ordinators available on the Church of Scotland website at: http://www.churchofscotland.org.uk/resources/law_circulars#data_protection
The record of processing template should flow from a data audit completed by congregations.  This will tell you what kinds of information your congregation is processing.  It supplements data retention schedules by providing clarity on when information should be destroyed.  Guidance on data audits and retention schedules is also available from the above noted link.
The template has been prepared with a view to making it as easy as possible for congregations to adopt it, but you must read it through carefully to ensure that it accurately reflects your congregation’s processing of personal data.  It should be reviewed and changed as required, signed on behalf of the Kirk Session/Congregational Board, retained on file and reviewed on an annual basis or more frequently if required; for example, if the congregation changes the way in which it obtains or uses personal information.

In the template, a reference to “third parties” means any person or organisation not associated with the Church of Scotland in any way.  Information relating to members, former members or those in regular contact with the Church of Scotland may be shared within the Church of Scotland, for its legitimate purposes, without the need for consent.  If information will be shared outside of the Church of Scotland you must obtain consent.  Template consent forms are available from the above noted link.
[Insert Congregation’s name] (“Congregation”)

 RECORD OF PROCESSING

[Insert Date]
The following record of processing sets out the purposes for which the Congregation collects and uses personal information, the legal bases for the processing, how the information is stored and retained and whether it is shared with any third parties, particularly any based outside of the European Economic Area.  The Congregation will only share information with third parties or transfer it internationally in accordance with data protection legislation.

The Congregation is registered with the Information Commissioner’s Office through the Presbytery of [insert] and collects and uses personal information in accordance with its privacy notice and its legitimate interests assessment.  It retains information as dictated by its data retention schedule.

The Congregation processes personal information to enable it to administer membership records, including a Communion Roll and Supplementary Roll; for pastoral care purposes; in relation to participation in Congregational activities; to provide members and adherents with information about news, events, and activities within the Congregation or the wider Church of Scotland; to provide the services of a parish church to the local community; to fulfill contractual or other legal obligations; to manage employees; to further its charitable aims, for example through fundraising activities; and to maintain its accounts and records (including the processing of Gift Aid applications).  If CCTV is in place, the purpose is the prevention and detection of crime.
Contact details: For any queries in relation to this Record of Processing, please contact [insert name and contact details of suitable person]
	Record of Processing for [X Congregation]

	Categories of Data
	Categories of Data Subjects
	Categories of Personal Data
	Legal Basis for Processing
	How is information stored
	Is the information held in accordance with the Congregation’s Data Retention Schedule?
	Is the information shared with third parties?  If so, who are they?
	Transferred Internationally?  

If so, explain security measures used 

	CongregationalRolls
	Members and former members
	Contact information (including names, addresses, telephone numbers)
	Legitimate interests and GDPR Article 9(2)(d)
	Electronically in password protected files.  On paper in a locked filing cabinet
	Yes
	N/A
	No

	Cradle rolls
	Children
	Name and date of baptism
	Consent from parents
	Within sanctuary or office 
	Yes
	On sanctuary walls
	No

	Baptismal Register
	Children and their parents
	Contact information, dates of birth and baptism
	Consent at time that register is completed
	Within office
	Yes
	N/A
	No

	Safeguarding records
	Children, members, those attending worship
	Contact information
	Legitimate interests and GDPR Article 9(2)(d)
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	N/A
	No

	Rotas
	Members, those attending worship on a regular basis
	Contact information
	Legitimate interests and GDPR Article 9(2)(d)
	On notice boards, electronically in password protected files.  On paper in locked filing cabinet
	Yes
	The public may see these if they are on notice boards. 
	No

	Lets of halls or other property
	Third parties
	Contact information
	Contract
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	N/A
	No

	Employment
	Employees
	Contact information, bank details, NI numbers, health information where relevant, PVG certification where relevant
	Legal requirement
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	HMRC and/or accountants [insert name of accountants] pension providers [insert name of pension provider if relevant]
	No

	Volunteers
	Volunteers
	Contact information, health information where relevant, PVG certification where relevant
	Legitimate interests and GDPR Article 9(2)(d)
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	N/A
	No

	Outreach
	Members of the local community
	Contact information
	Legitimate interests or consent
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	N/A
	No

	Databases for newsletters/

publications
	Members, former members, those regularly attending worship
	Contact information
	Legitimate interests or consent
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	Where newsletters are distributed by a third party they will have a list of addresses.

Third parties acting as distributors are: [insert any third party distributors]
	No

	Funerals
	Members and/or members of the local community
	Contact information
	Contract or legitimate interests and GDPR Article 9(2)(d) or consent
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	Information will be shared with the parties to the funeral.
	No

	Weddings
	Members and/or members of the local community
	Contact information
	Contract or legitimate interests and GDPR Article 9(2)(d) or consent
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	Information will be shared with the parties to the wedding.
	No

	Donations and gift aid
	Members, former members, those regularly attending worship
	Financial information, contact information
	Legitimate interests and GDPR Article 9(2)(d) or consent
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	Information is shared with our bank, [insert name of bank]
	No

	Pastoral support
	Members, former members, those regularly attending worship, members of the community
	Contact information, health information
	Legitimate interests and GDPR Article 9(2)(d) or consent
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	N/A
	No

	Minutes of meetings
	Members, former members, those regularly attending worship, members of the community
	Names of members; former members; those attending worship; where relevant, members of the community; contact information
	Public domain if the meeting is public otherwise Legitimate interests and GDPR Article 9(2)(d) 
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes.  Hard copies of Kirk Session minutes submitted to the National Office after 50 years
	Minutes of public meetings are made available to the public on request.
	No

	Sunday school forms
	Children, members, those attending worship
	Contact information, health information where relevant
	Legitimate interests and GDPR Article 9(2)(d)
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	N/A
	No

	Congregational events


	Children, members, those in contact with the congregation
	Contact information
	Contract, legitimate interests and GDPR Article 9(2)(d) or consent
	Electronically in password protected files.  On paper in locked filing cabinet
	Yes
	Where required, information may be shared with third parties assisting with congregational events.
	No

	[Insert details of any other information held]
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


